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Best Practice WS-Stacks

1 Introduzione

Il presente documento spiega I'utilizzo dell’'interfaccia Webservice di e-dec sulla base di Co-
ding-Examples. La documentazione si limita unicamente all’invio e alla ricezione di Request
0 Response. La creazione delle strutture di documento XML non sono oggetto del presente

documento.

1.1 Riferimenti

Le seguenti fonti sono indicate nel documento o sono servite come documenti di base:

Riferimento | Titolo

Versione
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Best Practice WS-Stacks

2 Java

2.1 Condizioni

Affinché il codice di esempio funzioni, devono essere adempiute le seguenti condizioni:
- installazione di Java 1.7 o versione piu recente;
- installazione di Apache ANT v1.9.7 o versione piu recente;

- disponibilita di un certificato valido autorizzato per I'utilizzo del web service.

2.2 Installazione

Il codice di esempio viene fornito in un archivio compresso (edec_code_examples.tar.gz)
estraibile (in Windows p. es. con 7zip, sotto Unix con «tar—xzf») nella cartella desiderata. In
seguito nell’elenco si trova, tra I'altro, un README.txt con una breve istruzione.

Dapprima occorre salvare il certificato nel Keystore mediante il seguente ordine:

keytool -import -trustcacerts -alias <MeinAlias> -file <meinzert.crt> -keystore

src/main/resources/keystore.jks

La password & «changeit». Inserire la password per il PrivateKey in config.properties («iden-
tity.password»). Anche questo file si trova sotto «src/main/resources/».

Controllare «config-properties» con attenzione e, se necessario, effettuare gli adeguamenti
necessari.

2.3 Creazione dell’applicazione
L’applicazione viene creata avviando
ant

nell’elenco estratto. Cosi facendo si crea un file JAR che funziona in maniera autonoma.

2.4 Avvio dell’applicazione

L’applicazione pud essere avviata mediante
ant run

In alternativa si puo utilizzare anche

java -jar <Erzeugtes-JAR-Archiv>
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3 C#

TBD
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Best Practice WS-Stacks
4 Esempi di risposta

4.1 Caso OK (#status# =HTTP/1.1 200 OK)

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<goodsDeclarationsResponse
schemaVersion="4.0"
xsi:schemalocation="http://www.e-dec.ch/xml/schema/edecResponse/v4
http://www.ezv.admin.ch/pdf linker.php?doc=edecResponse v 4 Q"
xmlns=http://www.e-dec.ch/xml/schema/edecResponse/v4
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<goodsDeclarationAcceptance>
<traderDeclarationNumber>Test-1503563577382</traderDeclarationNumber>
<traderReference>Test</traderReference>
<customsDeclarationNumber>17CHEI000010511823</customsDeclarationNumber>
<customsDeclarationVersion>1</customsDeclarationVersion>
<accessCode>oCQUioX01ihNKLO+g</accessCode>
<acceptanceDate>2017-08-24</acceptanceDate>
<acceptanceTime>10:32:56</acceptanceTime>

Il caso OK viene sempre restituito se con un Request non si sono verificati errori specialistici
o tecnici. Occorre tener conto del fatto che attualmente, ad esempio per Receipt-
/Bordereau-Request, come risposta viene sempre fornito un HTTP/1.1 500 Internal
Server Error. Cio é riconducibile a un’implementazione piu datata, attualmente non modifi-
cabile.

4.2 Caso di errore (#status# = HTTP/1.1 500 Internal Server Error)

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:Client</faultcode>
<faultstring>see in detail</faultstring>
<detail>
<goodsDeclarationsResponse schemaVersion="4.0"
xsi:schemaLocation="http://www.e-dec.ch/xml/schema/edecResponse/v4
http://www.ezv.admin.ch/pdf linker.php?doc=edecResponse v 4 0"
xmlns=http://www.e-dec.ch/xml/schema/edecResponse/v4
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<goodsDeclarationRejection>
<rejectionDate>2017-08-24</rejectionDate>
<rejectionTime>10:28:51</rejectionTime>
<errors>

Nel caso del Receipt/Bordereau, il SOAP-Header comprende anche informazioni sulla sicu-
rezza:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsse:Security soapenv:mustUnderstand="1"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd">
<wsu:Timestamp wsu:Id="Timestamp-291"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd">
<wsu:Created>2017-08-24T09:04:13.710Z</wsu:Created>
<wsu:Expires>2017-08-24T09:09:13.710Z</wsu:Expires>
</wsu:Timestamp>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/o0asis-
200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="CertId-
65099AFD6B7DC325071503565453710436" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-
200401-wss-wssecurity-utility-
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1.0.xsd">MITHRjCCBS6gAWIBAgIQZSkzggqoo2xhVeM8I1sdN2jANBgkghkiGOwOBAQsFADBIMQOswCQYDVQQGEwJDSDEOM
Aw-
GA1UEChMFQWRtaW4xETAPBgNVBASTCEN1cnZpY2VzMSIwIAYDVQQLEx1DZXJ0aWZpY2F0aW9uIEF1dGhveml 0aWvzMScwd
QYDVQQDEx5Td21zcyBHb3Z1cm5tZW50IFJ1Z3VsYXIgQOEgMDEWHhcNMTUWNZE IMDkwNDAZWhcNMTgwNzEOMDkwNDAZW] C
BkTELMAkKGA1UEBhMCQO0gxOzA5BgNVBAOMMIROZSBGZWR1cmEFSIEF1dGhveml 0aWVzIGOmIHROZSBTd21zcyBDb25mZWR1c
mF0aW9uMRQwWEgYDVQQLDAtBbndlbmR1bmdlbjEMMAOGAIUECWWDWk tWMSEwWHWYDVQQODDBh1LWR1YyBJbnR1Z3JhdGlvbiB
TVIFSS1MwggEi—
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQDVYNLLONUTZzVY1YW78EUvruOXHIaJ1lN4Z3+NQI9TuRPz5GDpWOSFfXyeH
VnlgL6aY18i9FMu9X3hlcuDKv+A8YMtvgde5LDMGS1NkmyGav9geR2yo/JQ5edJs6j6M16PfElfoDauFhgIkVHnsnQFwhAt
OTIKhp-
snR70/EutOCGEsGcIV/yys3TJIT1ILD+1ATI1cLEHNVo+GCupt/dul60adMuTudjK9/tqT/ziVxwyQV7DsAXVavVUS7uPTJIBg3
s1VtPzFgPdsfohHGmP37+6rk78XAn0idlw+zZkTrZulbo3+0618jDHBDZweD/c71Ebm5hfspYTtAd3RPoubUy89/TN5DAgG
MBAAGJggKrMIICpzAfBgNVHSMEGDAW-
gBRNd7Xk722cw5ugOofhpud4IpznnizAdBgNVHQ4EFgQUpeksk6060mCCONPogt SW8c5EA68wDAYDVROTAQH/BATIWADCBWA
YDVROgBIG4MIGIMIGYBghghXQOBEQMWGTCBPpTBEBggrBgEFBQcCARY4aHR0cDovL3d3dy5wa2kuYWRtaW4uY2gvY3BzLONQ
Ul8yXzE2XzclN18xXzE3XzNfMIFfMS5wZGYwXQYIKwYBBQUHAgIWURPpPVGhpcyBpcyB0aGUgU3dpc3MgR292ZXJubWvudC
BSZWd1bGFyIENBMCAXIENQUYBmb3IgWktWIGF1dGhlbnRpY2F0aW9uIHBlcnBvc2VzLjCBxQYDVROEfBIGIMIG6MDGOL6AL
hitodH-
Rw0i8vd3d3LnBraS5hzGlpbi5jaC9jcmwvUmVndWxhckNBMDEUY3JsMIGEOIGBOH+GEWxkYXA6Ly93d3cucGtplmFkbWlu
LmNoOjM40S59jbjlTd21zcyUyMEdvdmVybmllbnQlMjBSZWA1bGFyJTIWQOEIMIAWMSxvdT1DZXJ0aWZpY2F0aWouJTIwQX
V0aG9yaXRpZXMsb3U9U2Vydml jZXMsbz1B%G1pbixjPUNIMA4GA1UdADWEB/wQEAWIESDAABgNVHSUEFJAUBggrBgEFBQCD
AgYIKwYB-
BQUHAWQwJIgYDVRORBB8wWHYEbcmVj ZW1wdF9pQGVkZWMuZXp2 LmFkbW1uLmNoMHUGCCsGAQUFBWEBBGkwZ zA3BggrBgEEFBQ
cwAoYraHROcDovL3d3dySwa2kuYWRtaW4uY2gvYWIlhL1J1Z3VsYXJDQTAxLmNydDAsBggrBgEFBQcwAYYgaHROcDovL3d3
dySwa2kuYWRtaW4uY2gvYW1hL29jc3AwDQYJKoZ IhveNAQELBQADggIBAABN1KleLyFvcVhaufdD5RR+x/NcZLNmTNpsu7
rPwbHISAKEEVCcQARz/5aHpv60+PxhAPbaOGx7DAMUIMGCG6zutHkVSROMbXid30koehvpju6soUzKBqunDnVc4rgQsFXGE
No4G+usCrDAgpAWbOvpt IpeRMNbrUvNgaclmR20gOSXVbcGOasY+RLkVAWjgWHLr8qdt rymdE9ZCCTZH]1psCspth8SDrz
GiEY1RCDKrOOIBDXmKsJmpPfWwrgFe8enYvgbYVSZJH030PAgJw2Y0ri3KiyH2CgkDgjPbNe/yrgixh5yoDF2BYmwgXs8C
YRiIN+FFA5ffQ1AfhGCoPGEUV4Xs8pleHmeXydsXu+67d1QdlwgVEoAC2ZbkILOpjWF4TMWEbjmBUNnJiLkLcczTFAZRYESP
mYKf4d/vbV1Ie76QZcTing7tBelNrBzrImuYVWi+7DbHyEyW5nA9x4uUDUMOCJEL1Uhy8xbts7FAIghjAufGzd60CE+vBZL
TuWchpeHUTMEZZmYSialrkU8£z2UauwvjHVOOCAIAKN1+QvBUMZwW28bhFE2 fWZNoT15gSjkcOVL6QtX5UkCEs5rP6ahxC/
6TIYtgxcW6i3Qyg+gMQ2g8kQ4YHON/40PX01lfvtyutxcrkxdPUTVbrFPCqLuGvlnWka7/m240WgIRoZ4p7Hh</wsse:Binar
ySecurityToken>
<ds:Signature Id="Signature-292" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc—
cldn#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#Id-1649983746">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>/nAu7Us91GhtSY790XIMA2tbxSk=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#Timestamp-291">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Jzz/gkpX4qvmdixswpn3mxU3vWA=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>C5mQCtaNZmGDHB1jsVgEY2W2LfwZN4+bAv5Grdce7AecFUEeEZeBgNgrhEaH2YQBUcgIrLPJIlg
mOpF1PhJdDxbGSEw-
bPbSP8WcyC+HOMIuDFtjLOALI4kgm3NIJFS6hnx/ddmrT8/N5AgP2IUb/BHCeEp1NLPgFbB0olt9+mn2Ma53AbXJzwEGE2bp
OeXyWWs1l-
bE+HpLg2UDtzj6UE3nnSVINcnIx4nmwaGGpOLS8aYkHpgUPVLImjceB/QMvIWkChikP61xUAN91i+0dRLVMGURhDDIANnk9NA
UCTQQGNmMTtRkVHZ4YcIAretfycO6AY1IzquPT6gv7/6JjySa6lK/e2g==</ds:SignaturevValue>
<ds:KeyInfo Id="KeyId-65099AFD6B7DC325071503565453710437">
<wsse:SecurityTokenReference wsu:Id="STRId-65099AFD6B7DC325071503565453710438"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd">
<wsse:Reference URI="#CertId-65099AFD6B7DC325071503565453710436" Valu-
eType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>

</wsse:Security>

<wsa:To
soapenv:mustUnderstand="0">http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</ws
a:To>

<wsa:ReplyTo soapenv:mustUnderstand="0">

<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:MessagelD
soapenv:mustUnderstand="0">urn:uuid:D857D5835C1FC1E6C81503565454329</wsa:MessageID>
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<wsa:Action soapenv:mustUnderstand="0">receiptRequestResponse</wsa:Action>
<wsa:RelatesTo soapenv:mustUnderstand="0">urn:uuid:22242daa-72ac-4db2-98f0-
3413d8el5662</wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body wsu:Id="I1d-1649983746" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<soapenv:Fault>
<faultcode>soapenv:Client</faultcode>
<faultstring>see in detail</faultstring>
<detail>
<receiptRequestResponse schemalocation="http://www.e-
dec.ch/xml/schema/edecReceiptResponse/v3

http://www.ezv.admin.ch/pdf linker.php?doc=edecReceiptResponse v 3 0" schemaVersion="3.0">

<requestorTraderIdentification-
Number>CHE205933294</requestorTraderIdentificationNumber>
<receiptRequestRejection>
<rejectionDate>2017-08-24</rejectionDate>
<rejectionTime>11:04:13</rejectionTime>
<errors>

4.3 Timeout

| timeout si verificano, tra I'altro, quando si utilizza un certificato errato. In tal caso occorre

consultare i log locali.
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5 Strumenti

5.1 Monitoraggio

Nome Link
TCP monitor https://tcpmon.dev.java.net/
WSMonitor https://wsmonitor.dev.java.net/
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